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1 SECURITY IN ANDROID SMARTPHONE,
CONFIDENTIALITY IN IOT-ENABLED SMART GRIDS,
AND FAULT-TOLERANT PRIVACY-PRESERVING IN AMS

This deliverable describes D0.9 “Scientific Paper #6” which consists of three journal
papers of which 1 published, 1 accepted and 1 submitted. The report summarizes the
three journal papers which address security in android smartphone, confidentiality in IoT-
enabled smart grids, and fault-tolerant privacy-preserving in AMS, respectively.

Paper 1 [1] addresses the challenge of security management in Android smartphone
platforms. Android smartphone is used in various application areas such as public safety,
mobile networks, smart homes, smart grids, etc. Therefore, overcoming this challenge is
important. This article systematically develops risk-driven security objectives and controls
for Android smartphone applications and determines how to offer enough evidence of its
security performance via metrics. It also includes conceptualisation and description of
adaptive security for an Android platform which can improve the flexibility and
effectiveness of these security controls and end-user’s confidence in service providers.

The paper also argues that the successful deployment of mobile applications depends on
ensuring security and privacy that need to adapt to the mobile devices’ processing
capabilities and resource use. This can be achieved through the development of adaptive
and context-aware security for the next generation of digital ecosystems. It used the
biological and ecosystem metaphors that provide interesting parallels to the
conceptualisations and descriptions of the adaptions, self-adaption and responses which
can be at a macroscopic ecosystem level (e.g., system or species) or a microscopic
biological level (e.g., molecular, cellular), or at hybrid levels. The self-adaptive component
achieves its goal through the following properties:

¢ Autonomy, which allows it to operate without the direct intervention of humans or
others and to have some kind of control over its actions and internal state.

e Social ability, which allows it to interact with other agents (possibly humans).

¢ Reactivity, which allows it to perceive its environment and respond in a timely
fashion to changes that occur in it (the environment)

e Pro-activeness, learning, and adaptiveness, which allow it to exhibit goal
directed behaviour by taking the initiative, to learn when reacting and/or interacting
with its external environment, and to modify its behaviour based on its experience.

The paper contributes to the security of smart home applications that may use Android
phones such as eHealth related devices, energy management system, automated
transportation, smart closed-circuit television (CCTV), home networks, mobile apps,
security applications, and environmental monitoring.

Submission history:

e Submitted to IJICS: 13.06.2016

e Accepted with minor revisions: 23.02.2018

e Submitted revised version: 21.03.2018

o Refereed and accepted for publication in [JICS: 02.08.2018
e Transferred to IJEB: 19.05.2020

o Published: 21.10.2020

Paper 2 [2] addresses the confidentiality attacks and defences in an Advanced Metering
Infrastructure (AMI). It has been submitted to the Special Issue "Security and Privacy in
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loT Systems (SPIoTS)" that it is now undergoing the first round of the reviewing process.
This work is also available as preprint [4]. In this work, we applied evolutionary game
theory to extend a resource constrained security game model for confidentiality attacks
and defences in an Advanced Metering Infrastructure (AMI), which is a component of IoT-
enabled Smart Grids. The AMI is modelled as a tree structure where each node
aggregates the information of its children before encrypting it and passing it on to its
parent. As a part of the model, we developed a discretization scheme for solving the
replicator equations. The aim of this work is to explore the space of possible behaviours of
attackers and to develop a framework where the AMI nodes adaptively select the most
profitable strategies. Using this model, we simulated the evolution of a population of
attackers and defenders on various cases resembling the real-life implementation of AMI.
We discuss in depth how to enhance security in AMI using evolutionary game theory either
by a priori analysis or as a tool to run dynamic and adaptive infrastructure defence.

Submission history:

e Submitted: 30.10.2020
o Accepted with minor revision: 20.11.2020
e Revised: 01.12.2020

Paper 3 [3] addresses the problem that “basic” privacy-preserving aggregation schemes
lack fault tolerance and that transmission failures or malfunctioning smart meters will
prevent aggregation to be successfully conducted for the functioning smart meters of that
group, resulting in a complete information loss. Aggregation of timeseries consumption
data is a widely proposed privacy-preserving measure in the AMI setting. This is relevant
as the AMI setting imposes privacy challenges in which smart meters can reveal sensitive
information about a person’s presence and activities. This scenario is based on the
questionable assumption that the electric utility is fully trusted, which has raised questions
and concerns. In this paper, we present a fault-tolerant aggregation scheme, which in
cases of failures provides precise aggregate approximations from inputs of remaining
functioning meters. Compared to previously proposed fault-tolerant aggregation schemes,
this scheme has unsurpassed computational and communication efficiency, as there is
only one single encryption per user and no peer-to-peer interaction.

Submission history:

e Submitted: 29.10.2020.
o Resubmitted 27.11.2020 due to problems with the submission system at the first
submission.
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