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Abstract:

Securitymanagemenin Android smartphonelatformsis a challenge.This
challengecan be overcomeat leastpartially by developingsystematicallyrisk-
driven security objectivesand controlsfor the targetsystem,and how to offer
sufficientevidenceof its securityperformancevia metrics.The targetsystemof
our investigationis an Android platform utilized for public safetyand security
mobile networks.We developand analysethe security objectivesand controls
for thesesystemsasedon anindustrialrisk analysisIn addition,we investigate
how effective and efficient security metrics can be developedfor the target
system,and describeimplementationdetails of enhancedsecurity controlsfor
authentication,authorization,and integrity objectives. Our analysisincludes
implementationdetails of selectedsecurity controls,and a discussionof their
security effectiveness.lt also includes conceptualizationand description of
adaptivesecurity for Android platform which canimprove the flexibility and
effectivenessof these security controls and end-usersconfidencein service
providers.
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1 Introduction

Nowadays, Android is the world’s most widely used smartghqtatform. Security
management in Android platforms and applications is a ehgk especially due to the
openness of the system, its popularity and the specific difiiés in version control
procedures. Attacks of various types make it possible topromise an Android device
and potentially critical information systems to which ish@nnections.

Well-designed and managed security metrics increase aarstanding of the security
level of the target Android system. Metrics should be desibtio give efficient input to the
main questions addressed by the security decision-makirniggithe full lifecycle. They
should be meaningful, measurable and correct. Prioritsssmlirity objectives, designed
from the risk analysis results, are needed to steer the caatdévelopment. Effective and
efficient evidence of configuration correctness, systerfity@ad adequate implementation
of security controls help to manage Android security in aesysitic way.

Most mobile platforms offer built-in security mechanisragptotect users from various
types of malware, but these security mechanisms cannapirthe rising number of attacks
on these platforms. Therefore in the literature variousrowpments are proposed to the
built-in security mechanisms of mobile platforms, speaificto the Android platform due
to its market takes-up, and freely available source codgZ1]The permission system in
Android is predominantly static, that is, users have no medrcontrolling the runtime
behaviour of applications and this lack of dynamic secumigchanisms is a design principle
[3]. However, many authors argue for the need for custontezsdrurity policies for Android
devices according to some regulations for many criticaliegfions such as military and
governmental applications [4], and for a context-awareptida security framework for
eliciting context information such as location, time, netiky and dynamically adapting
the security settings of mobile applications for differsittiations and user actions [5]. We
therefore argue that the successful deployment of mobpécgtions depends on ensuring
security and privacy that need to adapt to the mobile de&c®sprocessing capabilities
and resource use, which can be met through the developmedéapfive and context-aware
security for the next generation of digital ecosystems cwhill improve end userat™s
confidence in service providers [6].

This study is an enhanced study to our earlier contributidsliphed in [7]. Our earlier
work contained a proposal of guidelines for security oliyecand control description,
and security metrics development for the target system,aadidcussion of preliminary
implementation considerations of the resulting securitytols of authorization and
integrity objectives which have been demonstrated in tha fof enhancements to Android.
The results were based on a risk analysis presented in [&.mM&in enhancements of
this study in comparison to [7] are (i) presentation of perfance measurements carried
out in the demonstration system, (ii) discussion of the céiffeness of the identified
security controls, (iii) more detailed analysis of the gé@giwcontrols implemented in the
demonstrator, and (iv) more profound analysis of variolecsed topics handled in [7], (V)
Conceptualization and analysis of adaptive security abuarevels of an Android system.
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Figure 1 Example factors contributing to SE [13]

2 Background

2.1 Security effectiveness, objectives, controls andiosetr

Adequatesecurity effectiveneqSE) level of the System under Investigation (Sul) is the
primary concern of security decision-making and consetiyjesecurity measurement
activities. SE is the assurance that the stateclrity objective¢SOs) are met in the Sul
and the expectations for resiliency in its use environmeatsatisfied, while at the same
time the system does not behave in a way other than intendefiL{§, [11]. SOs are
high level statements of intent to counter identified the@auid/or satisfy the organisational
security policies and/or assumptions made [S&curity control¢SCs), the actual security
solutions, are developed based on the SOs, taking into attwelicontext and limitations
of the actual system and its environment.

Carefully designed security metrics can be used to modeStheand systematically
managed measurements offer effective and efficient inpsg¢arity decision-making.

Unfortunately, SE can be measured with a relatively highrelegf accuracy only
during long periods of actual operation of the Sul, when @&iposed to readecurity risk
occurrence However, in this case, the accuracy deteriorates due tdyth@mic evolution
of the risk landscape. Penetration testing is often usedtairo evidence of SE, but this
kind of testing has many limitations compared to a life caffering only partial evidence.

Because of the major challenges of measuring real secusityoccurrence, when
tried directly SE measurement can only be partial. Indisabddirect partial SE security
correctness, and software and system quality are diffdeaiors, high-level evidence,
contributing to the overall SE evidence: see Fig. 1 [13].dditon, there are more specific
categories of factors contributing to SE, depending on ylstesn characteristics, context.
The categories shown in the figure are common to most systems.

Security correctness is a key factor that contributes toSBEeof the Sul due to its
concreteness. For example, policy and requirements cangaimeasurements belong to
this category. However, it must be noted that good compdéaloes not automatically imply
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Security effectiveness measurement objectives

Inherent security risks of the Sul
r—-——- ===
A Identified and prioritized risks from Risk Analysis [
1 ]
T 17" T=——71
. & . I
| B | Bu | Security Objectives G | Gra 1
| I ) I N I
i i e B Rl F====r====
| Bs | Bswo | Bm | Security Reguirements Gsn | Gso | Gua |
[ 1 1 I i i
=777 1 e l'""}'""l’"":
| Be | Bw ! By ! Buw Security Control realization Gse | Gsn | Geg | Goa 1
[ 8 Y I ____ |\ _ 1
e L
-
Improvement potential Achieved security effectiveness Improvement potential

Security correctness a

Security correctness 3

Security correctness y

Figure 2 Visualisation of information gaps and biases between RA results, SQsitgec
requirements, and SCs [14]

good SE, and proper Risk Analysis (RA) or at least the use sff pectices is required.
The quality of the RA has a crucial role in the definition andmtenance of SOs.

The reference requirements used in security decisionfigakire characterized to
be based on (i) security risk, and (ii) best practices or leguns. Risk-driven security
requirements directly assume the presence of RA, whilestiterlones do not. Security can
only be managed to some extent based on best practices.

A severe problem in using best practices is that sometimess8@SCs are biased from
the needs raised by the original RA. When the SE level is goatoiirity measurement,
sufficient risk knowledge is needed. In practice, there aréus gaps and biases. Fig. 2
visualises the gaps and biases between RA results, SOsitgeequirements and SCs.
First of all, there is information gap between RA results 8@ because in an RA it is not
possible to identify and prioritize all the actual risksffidgulties in understanding the Sul
or risk situation can cause bias too. Further gaps and adédltbias are introduced when
developing SOs, requirements and the actual SC realiz&tgshown in the figure, security
correctness measurements in practice are always an apyation of SE. In practice, due to
the gaps and biases, SE can be achieved only asymptotfeiglly? illustrates the achieved
effectiveness as the intersection set of RA results, S@srisgrequirements, and SCs. The
gaps and biases can be reduced in making them more evidanttis, and by adequate
reactions to this evidence during the course of the secarigineering or management
process [14].

Security requirements, mentioned in Fig. 2, are an interate@ractical phase between
SOs and SCs. In order to simplify the analysis, we have oditteestigation of this phase
from this study. Fig. 2 visualizes also some alternativenexice concepts for security
correctness.
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2.2 Basis for metrics: iterative risk analysis

Sufficiently detailed Sul-specific security risk knowledgiessential to the effective design
of SOs and security metrics. The RA should be carried out iritemative way. Each
cycle should integrate the up-to-date Sul and securityin&kmation. The initial phase
of the RA is often conducted when product requirements afiaatf the second phase
when the product is being specified, and the third phase wieeprbduct is under design
and verification. The risks should be prioritized, takintpiaccount the integrated impact
resulting from the estimated severity and probability eksi.

To enable the analysis presented in [7], [8] and this studyAawas performed in
co-operation between Android experts with Elektrobit Wiss Communications Ltd.,
and security researchers from VTT Technical Research €eifitFinland. The results of
the RA were reported earlier in [8]. The process started witfsk identification expert
brainstorming wherein participants were divided into tvearhs at“ both comprising
persons from each organisation with enough expertise irdiddechnology and security
challenges and solutions. The risk sets were later combiteedemoval of duplicates
and merging of risk categories. Finally, each riskat™s pholity and the severity of
its consequences were rated. Consequently, the first rgeptoduced a list of risks,
probabilities, and severity estimates for consequentasyside a set of threats and attacks
[8].

The &t"rawdt ™ prioritisation results were ordered in vieverpert opinions. Expert
opinion was needed at this point, because the risksat. ™eadbs@ture calls for case-by-case
decision-making on whether severity or probability is miongortant. In general, severity
was stressed a bit more because public safety and sec8iB) (Robile networks are safety-
and security-critical. It should be noted that risk priggtion is not unambiguous, and small
changes in system assumptions, especially in the systestararios, can change it [8].

2.3 Risk-driven security metrics development by hieraedt$© decomposition

As a basis of security metrics development, we use the loigical SO decomposition
approach, originally described in [15]. Fig. 3 visualizee tlecomposition principle [16].
Basic Measurable Components (BMCs) are leaf componenisomidposition that clearly
manifest a measurable property of the Sul [15]. Often thentBase Measure (BM) is
used for BMC. BMCs can be seen as the core concept for secgudtyics. The actual
security metrics, Derived Measures (DMs) are developeekas the BMCs. The high-level
BMCs that can be deduced the sketch in Fig. 3 are AutherdicdMiechanism Reliability,
Authentication Mechanism Integrity, Authentication Idign Structure, Authentication
Identity Unigueness and Authentication Identity Integfit5]. The BMCs of Fig. 3 can
be further decomposed, taking better into account spegiitem characteristics, resulting
to a number of sub-nodes. The number of nodes in the hierayjaws much larger in
practice: for example, authentication decomposition ipomating more than 100 BMCs.
An example of a more detailed authentication decomposisishown in [14].

3 System under investigation

The target Sul of the study is briefly introduced in the foliog:
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Figure 3 A simplified example authentication decomposition based on [16]
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Figure 4 Use of the Sul [8]

3.1 Target System in General

The target Sul in this study is a public safety and securiB&Pmobile network system using
the Android platform. The main services and charactessiicPSS mobile networks are
high availability, group communication and encryptiongezs [17]. PSS mobile networks
utilize a mobile infrastructure that is very similar to cafir networks [18]. A major
difference is that PSS mobile networks incorporate digpgatstations for managing the
communication of the user groups. Fig. 4 visualises the tifeedSul.
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3.2 Focus of Investigation: Android Platform

The majority of the Android platformat™s security solutsowriginate from Linux.
Memory, process, user, and access control permission reareay are provided by the
Linux kernel. However, they have been modified from tradidlodesktop usage. A major
challenge with Androidat.™s modified Linux kernel is the slapgrade process: In
many older versions, the version of the kernel deployed éarty out of date, and
many users have devices whose Android version is no longgradpd by the device
manufacturer. Furthermore, a remarkable challenge affgtd the overall security level is
that understanding system resource permissions can loeitiififir users. During installation
of an application, the user is able to see the required psionis but have only two options
to choose from: to let the application access all desireduregs, or not to install the
application at all. This lack of better control is a challemggsituation from a security
perspective, because there have been [19] and still aresg@fal malicious applications
in Google Play and other marketplaces.

To investigate advanced SCs and security measurement intatiget system,
a demonstrator has been developed using an Elektrobit ARgstoAndroid device.
PandaBoard SE development board [21] was also used inTéstslemonstrator includes
advanced SCs for access control and integrity measurements

4 Risk-driven Security Objectives and Controls

An effective and efficient risk-driven approach assume®ld@ment of SOs based on the
prioritized risks rather than best practices. As our gohigh SE, we use the prioritized RA
results as the basis. Often in practice, though, the SOsaaegon risk management (RM)
decisions. The RM can choose the a risk to be mitigated, dad¢cer accepted, whereas
plain RA results include the whole collection of risks withdeedback from decision-
making.

In general, SO definition should be carried out in prioritger However, this process
is not straightforward as there is no one-to-one mappingvédxt the risks and core
abstractions, SOs and SCs. For example, the most critidglRi1 (unauthorised input of
falsified data) in Table 1 has interdependency with R7 (Id$i$e). Even though both are
critical risks, the criticality of R1 should be even moreessed than before investigation
of the interdependencies. A risk may enable several otbles.rFor example, R1 is able to
cause various unexpected risks.

The interdependencies between the risks can easily caeigpedbess of SO definition
to be tough. Even though there are many interdependenciesgarisks, they should be
listed in the manner similar to Table 1. Otherwise, inforimaiabout the prioritization is
lost, potentially impeding SE in the SCs to be implemented.

Table 1 lists the top 10 risks out of the 26 identified ones lier PSS case (Case 1 in
[8]). The rank of each risk is shown by the number in the firdticm. &L"Sat.™ refers
to the severity of the consequences if the risk is actualiaed aL"Pat™ denotes the
probability of the risk being realized. The scale for eaddéis“3 from &t."no risk&t™ (0) to
at"extremely high risk&t™ (3) S or P, with increments of 0.25'R:4t™ denotes at "risk
arising fromat™, and is used in connection witiack typesvulnerabilities andfaults
that cause arisk. These challenges often dominate thesdiscuduring RA sessions rather
than the risks itself. The prioritization was carried ouhgsexpert opinions, because many
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Table 1 Top 10 prioritised risks for the PSS Case 1 [7]

R# Description S P

1 R: unauthorised input of falsified data 3.00 2.00

2 R: unavailability of the PSS Network at a critical momeno@ 3.00 2.00
denial of service)

3 R: unauthorised root access 275 1.25
4 R: malicious loading of remote code 2.75 1.00
5 R: critical security functionality deployed in softwar@W) but 2.25 3.00
designed for hardware (HW)

6 R: network shut down due to device problems 3.00 0.50
7 Loss of life due to lack of resuscitation 3.00 0.50
8 R: activation of dormant malware at a critical moment 2.50001

9 R: investigation of the target device in a laboratory emwinent 2.50 1.00
10 R: utilisation of open interfaces for attacks 2.25 1.00

guantized results were quite close to each other, and ttginge an automated approach
according to a suitable formula depending on S and P wouldtresundesired outcome.

The results from RA, SOs and SC descriptions are discusdgd®rxamples, because
the actual RA/SO/SC/metrics process is the focus of thidystu

Table 2 elaborates the SOs and SCs of the main risks listeabile T. It is obvious that
most of the SOs address the main security dimensions aogaalihe &£ "CIA modelat ™,
confidentiality, integrity and availability. The text indm is shortened, emphasizing
the main objectives. In the SC column, aL"Tat™ indicatesézal controls, whereas
at"MaL.™ refers to management (non-technical) controls.

It is obvious from the content of Table 2, that there are alabonmonalities between
different SOs and different SCs. As expected, authentioedind authorization is a core
security control. Configuration correctness and integnitfprcement also play an important
role in the mitigation of these top prioritized risks.

Interdependencies of different SOs can be very differembfthe interdependencies of
different risks. This is expected, since moving from thelysia of risks to the analysis of
how one should protect from them is a significant abstracii@mge, yet the risk knowledge
is needed when thinking about the SOs. For example, congidecase of R2 and R7:
Although R2 and R7 are quite different, the resulting SOsranginiscent of each other.
However, there are two big differences: SO2 addresses rietvemd aims at preserving
confidentiality, whereas SO7 also addresses devices, argdtaiprovide a quick response
with the help of the PSS system, and if needed, does not paly attention tdnformation
confidentiality. SO5 and SO8, and the respective SCs [28]veny similar.

SO7 is an example of a particular trade-off situation, whitély be challenging to
implement in practice. In SO7, the trade-off is between ggcand availability. In life-
threatening situations, possible in PSS systems, comnme $ells one not to pay so much
attention to security procedures such as authenticativaatiorization. On the other hand,
shortcuts designed to the system can be abused by attackers.
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Table 2 Security objectives and controls for Table 1, based on [7]

R# SO SC

1

(i) Allow only authorizedpersons to use (i) Sufficient authentication and authorization

network infrastructure and devices, (ii)network infrastructure equipment and devices

ensurantegrity in input data (T), (i) integrity enforcing mechanisms in
data communication (T), (iii) enforcement of
authorization policies (M)

Ensure the highavailability of the (i) Network resource management for authorized

network at critical use situations, withprioritization (T), (ii) intrusion detection and

enoughconfidentiality network traffic monitoring (T), (iii) sufficient
authorization in devices and network infrastructure
equipment (T), (iv) enforcement of authorization
policies during critical moments (M)

(i) Allow only authorized persons to (i) Sufficient authentication and authorization in
use network infrastructure and devicesgevices and network infrastructure equipment (T),
(i) ensure that no procedures makgii) systematic management of correct configuration
unauthorized root access possible, (iii{T), (iii) proper testing of apps to be used in the PSS
ensureconfidentialityof authorized root scenarios, (T,M) (iv) enforcement of authorization
access procedures policies (M)

(i) Allow only authorized persons to (i) Sufficient authentication and authorization in
use network infrastructure and devicesgevices and network infrastructure equipment (T),
(i) ensure that no procedures makgii) systematic management of correct configuration
unauthorized root access possible, (iii{T), (iii) proper testing of apps to be used in the PSS
ensure confidentiality of authorized scenarios, (T,M) (iv) enforcement of authorization

remote code procedures policies (M)
5 Ensure highintegrity of critical security (i) Systematic management of correct configuration
functionality (T), (i) high-quality testing of critical security
solutions (T,M)
6 Ensure sufficient integrity  of (i) Integrity and authenticity enforcing mechanisms

communication, networks and devicesin devices, network infrastructure and data
and do not allow unauthorized actions communication (T), (i) enforcement of
authorization policies (M)

Ensure the highavailability of the (i) Network resource management for authorized
network and devices at life-threateningprioritization (T), (ii) intrusion detection and
critical use situations, even with somenetwork traffic monitoring (T), (iii) use policies

loss of confidentialityf information during critical moments (M)
8 Ensure sufficienintegrity of devices (i) Systematic management of correct configumati
(T), (ii) proper testing of critical security solutions
(T.M)
9 Ensure sufficient confidentiality (i) Sufficient authentication and authorization in

integrity and authorization of critical devices and network infrastructure equipment (T),
functionality, and enforce revokation (ii) side-channel attack protection, (iii) mechanisms
procedures from the network when &o revoke device’s rights

device is investigated by intruders

10

Ensure sufficierdonfidentialityintegrity (i) Sufficient authentication and authorization in
andauthorizationin critical points near devices and network infrastructure equipment
open interfaces (T), (i) integrity enforcing mechanisms in

data communication (T), (iii) enforcement of

authorization policies (M), (iv) correct firewall

configuration (T).
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Table 3 Security control categories for the PSS Case 1

R# Security Control Category SOs N

1 Authentication and authorization S0O1, S0O2, S03, S04, S04,0 6

2 Integrity mechanisms and correctSO1, SO4, SO5, SO6, SO8, SO10 6
configuration

3 Security testing S03, S04, S05, SO8 4

<4 Intrusion detection and traffic SO2, SO7 2
monitoring

5 Side-channel attack protection S09 1

6 Firewall SO10 1

5 Security Metrics

In the following, we propose guidelines for security medrabevelopment based on the
risk-driven SOs. They consist of (i) security control categs, (ii) security effectiveness
abstract models, and (iii) BMCs. The first two are discusadhe first two subsections, and
the third one in subsequent subsections concentratingectee core BMCs. The proposed
BMCs are modified from the ones proposed in [15].

5.1 Security control categories

From the SOs and SCs, one can establish the core securitylcoategories to enable
security metrics development.

The following SC categories can be identified from Table P:a(ithentication and
authorization, (ii) integrity mechanisms and correct ogumfation, (iii) security testing,
(iv) intrusion detection and traffic monitoring, (v) sidannel attack protection and (vi)
firewall. The mapping between these categories and the St 2 is shown in Table 3.

The categorization of SOs and SCs helps in developing Sgéffectiveness Abstract
Models (SEAMS), the next step in metrics development adagitd the process described in
[13]. Note that there can be several different SOs and SQsar8€ category. For example,
access control can be designed for network equipment maredgfor the end-user device
or for some other purpose.

5.2 Security effectiveness abstract model

SEAM [13] is an abstract decomposition model that encongsat® core knowledge of
factors contributing to the SE of the Sul. For example, amentication SEAM can be
developed using the information in Fig. 3. In [13], six stgies for security measurement
objective decomposition were proposed, consisting ofchasd integrated strategies. The
basic strategieaddressed direct partial security effectiveness, soéwad system quality
and security configuration correctnebgegrated strategies/ere proposed for trade-offs,
for pure security effectiveness, and for compliance measants.

There is a need for SEAMs for all the security control categpmentioned above.
A particular SEAM for SW and system quality should be devetbpn addition because
in Android there are many software-related quality consedpplicable vulnerability
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database information should be integrated to the metriesatthy resulting from this
SEAM.

Compliance with regulations is crucial for the use of a PS®iametwork system. In
addition to the SEAMSs for all SC categories and SW and systeatity, SEAM compliance
is clearly needed, although compliance concerns are nietllia the RA. The compliance
measurements use best practice documents and reguldititerareference models.

5.3 Adaptive Security and BMCs

Integrating adaptive risk management into the Sul allow#tinaous monitoring of SE
and gives insight on impeding risk. Providing anticipat@sif-adaptive risk analysis
models in near real-time with the ability to identify, pregliand react to potential
threats proactively will allow us to adapt to the dynamicunatof the threats and
their ability to spread in very short time intervals. The isioned Sul can be used
in varying contexts (e.g. fire departments, police statidwspitals, airports), and the
associated information confidentiality and privacy regatss are highly varying depending
on the context. The RA based results presented in Table 2 afteiBa starting point
for adaptive techniques. Different prioritized resultgpdnding on the context, will
be selected to the basis for different adaptive scenariamedler, the changing risk
landscape will be taken into account. Adaptive security ag@ment solutions are crucial
for high-quality security management of the system. In ficac adaptive techniques
adjust internal working parameters, and make dynamic cwg the structure of the
security countermeasures. Examples of these internainedeas are security algorithms,
authentication and authorization mechanisms, encrypicremes, security protocols,
and security policies. The core input needed by adaptivarggcsolutions include SE
level information, communicated by appropriate SC, ségumetrics, and contextual
information. In [22], we proposed an adaptive security ngemaent for learning and
adapting to changing environment dynamically and antioigainknown threats. Moreover
we developed a context-aware Markov game theory model turig metrics risk impact
assessment to estimate and predict risk damages and fignedits and adapt security
decisions upon those estimates and predictions. The Becustrics are utilized for
measurably evaluating and validating the run-time adapif loT security solutions [23].
Adaptive security management here refers to a security geamant solution that is able
to learn and adapt to changing environment dynamically amidipates unknown threats
[6], [22]. The potential risk impacts of the threats to the B¥can be calculated using the
metrics that measure the effectiveness of the securitycgsrthey provide. Using such an
adaptive risk impact assessment method the security metiitbe quantified according to
how efficient the security services of the Sul are.

6 Enhancements of Security Controls in Demonstrator

Table 1 describes prioritized risks for the PSS device. T$ksrare analysed and SOs
with related SCs are identified and described in Table 2. 3€sh&n categorized and
their relation to SOs is described in Table 3. The analysarty shows that SCs related
to authorization and integrity mechanisms are dominatimgso Enhancements to access
control and integrity protection mechanisms should be ld@esl to enhance security
controls related to these categories. In the following, iseubs some implementation-level
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enhancements to mandatory access control (MAC) and ihygmatection, implemented
in our target system demonstrator.

The traditional desktop approach to malware protectiontdess antivirus software.
However, controls such as antivirus software and malwaaasstor apps from application
stores, are reactive solutions to the malware problem. Toacgive solution is to harden
the platform itself, so that attacking it is more difficultakflening should be done without
breaking legacy applications, which means that all usesspaodifications should be
minimized. However, PSS devices could be considered to éeaplevices that are only
meant to run specific applications, relaxing this compétyoiequirement slightly. The
Android kernel, which is based on the Linux kernel, contairemy security frameworks
which can be enabled and configured in a way that is still caitawith legacy
applications.

6.1 Mandatory access control

SEAnNndroid Mandatory Access Control provides access control refns that can be
overridden only by administrator, typically by configuriggcurity policy. This contradicts
with more traditional Discretionary Access Control (DACheve e.g. the owner of a file
can control access to the file by setting file permissions.i®Edis a MAC implementation
for Linux originally developed by National Security Agen@ySA). Since Android is based
on Linux kernel it is also possible to utilize SELinux in Amdd. However, this is not
straightforward as Android userspace is totally differfeoin traditional Linux userspace.
SEAnNdroid is SELinux architecture ported to Android.

Google has now integrated SELinux-based SEAndroid [24]ridrAid. SEANndroid is
used to control a Dalvik virtual machine (VM) running Javadnode and Interprocess
Communication (IPC) mechanisms. Since Android releas@gdtKat), SEAndroidis runin
enforcing mode, making it the default choice to enhancessomentrol. SEAndroid is mainly
used to protect Android system software. Java-based syapgiications are classified
to pre-defined SEAndroid security domaimsgdia_appplatform_app shared_appand
release_appbased on their origin and installation package signirajated applications are
usingisolated_applomain. Other Java applications are mappeghtiousted _apmgomain.
Application compatibility requirements with older Anddaieleases have limited the ways
in which MAC can be applied to third-party applications asdifioations should not break
Android Compatibility Test Suite [25].

Smack SELinux was the first MAC framework in Linux kernel, but iti®t the only
one. Another Linux upstream kernel, MAC framework Smack],[2¢hich is now also
used in the Tizen operating system [27], could be a potealiatnative to SEAndroid,
but provides only limited functionality, and extensionstmtrol middleware are less clear
than in SEAndroid. Although it would have been straightfarvto use SEAndroid as a
MAC framework, we considered using Smack and also impleatemack support in
the demonstrator. Both SEAndroid and Smack are based ossandes for subjects (e.g.
processes) and objects (e.qg. files). File system labeld¢aexidn extended attributes of the
file system.

Modifications to AOSP cod@ndroid Open Source Project (AOSP) source code was
used as a basis for the demonstrator. The modificationsezbjoisupport Smack were quite
straightforward, as required changes were closely cdeetka areas where the SEAndroid
project has also modified the AOSP source code. Kernel-thaiges were:
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1. Kernel configuration modifications &t* enabling Smackgditing, and network
security related settings required by Smack. The use ohdgtd attributes was also
enabled, along with separately the use of security labedgtiended attributes.

2. Adding Binder IPC Linux Security Module (LSM) hooks usirgg patch from
SEAnNdroid [28]. The patch adds four new LSM hooks. The hoais lue registered
and used in security modules.

3. Registering and implementing Binder IPC LSM hooks in Sknac
Userspace changes included:

1. Init process was modified to mount Smack filesystem andai 8mack policy during
boot. Smack userspace library was used [29]. Also the fiteréinwas modified to
include Smack security label settings for processes staréuit.

2. Initial ramdisk (initrd) was used to store initial Smaaipy.

3. Dalvik VM was modified to support Smack labels.

4. Zygote application launcher was modified to support Snheoéls.
5.

Toolbox commandis andpswere modified to display Smack labels.
There were also changes to Android build tools to supportcRraad Smack labels:

1. File system labelling tools for ext4 filesystem were medifio support also Smack
labels. Device file labelling is still missing in our demaiasbr but could be added,
utilizing ideas from [30].

2. Smack specific files and tools were included in system isiage

Security policy The main reason to use Smack instead of SEAndroid as a MAC
framework is that it is simpler and has more understandadatergy policy definitions.
Recent kernels also contain many Smack-related changepreviding support for longer
labels and inheriting file security labels for new files fronnedtory labels instead of
process labels (so-called transmute functionality). Hereve are using only classic Smack
features, as some of our test systems were using rather widlkesrsions. As a starting
point we tried to emulate SEAndroid security policy. Segupiolicy development turned
out to be time-consuming and difficult, because of the lackoéquivalent to the SELinux
permissive mode in Smack. Such a mode was proposed for Smadke idea was rejected
by the author of Smack [31]. Also, SEAndroid policy emulatis not the best approach
for initial security policy development. Simpler alterivatwould have been to just separate
the system into two domains (system vs. third-party apptioa) and then gradually refine
this isolation.

Another drawback was recognized when the Smack model wagasentrol Android
Binder-based IPC. According to Smack documentation [3@ikets are data structures
attached to processes, and sending a packet from one ptocassther requires that the
sender must have write access to the receiver. The recsivertirequired to have read
access to the sender. As Smack recommends using file writégséon also to control IPC
access, adding Smack rules could open unnecessary wrigsdoe certain files. This could
be prevented by adding a new IPC-specific access methobuddttio Smack. Currently
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Smack access settings can contain settings at “rwxaat , (netie, execute, and append).
A lack of transmute functionality in our Smack version alaoged problems. New files that
were created by labelled processes inherited securitysiftoen processes so that security
labels that were intended to be used for processes were sowséd as file labels. New
Smack rules had to be created to solve these access problems.

The initrd location of Smack security policy file was alscangenient. There should be a
writable and updatable policy file that could be signed anditbe loaded after verification.
However, the initrd policy should be kept as a fallback anolusth support system restore
operations.

One approach could be to use both SEAndroid and Smack simeoltizly. There is an
unofficial patch set called LSM stacking [33] to support riplét security modules in the
kernel. SEANndroid could be used to protect system softwsirgguhe AOSP code and there
could be additional Smack rules to sandbox third party saféwHowever, this approach
is probably too complex. Currently there are no plans togirstee LSM stacking to the
official Linux kernel. Major modifications to the AOSP code a0t convenient as the code
is tightly controlled by Google. Although the code is openrse, the development model
is not truly open. Modifications become visible only afteleeses, and Google does not
share development plans in public. A large porting efforyiba needed after releases.

6.2 Integrity protection and attestation

Kernel-based integrity protection frameworks can be usegrbtect Android systems
against unauthorized system soft-ware modifications (éling offline attacks). Android
release 4.4 (KitKat) includes an experimental block-basegjrity scheme called dm-verity
[34]. There are other alternatives such as the file-basedtitg Measurement Architecture
Extended Verification Module IMA/EVM [35]. IMA maintains auntime measurement
list, which can be displayed by root access. These framewar& meant for read-only
filesystems. There is also a block-based alternative cditethtegrity [36] that can be used
with writable filesystems. Block-based alternatives missi have storage to store reference
block hashes.

The demonstrator is using IMA for integrity measurementseWénative application, a
shared library or a shell scriptis loaded for execution SHA$h of the content is calculated
and measurement is stored by including the hash value tmalkaternal storage variable
using a so-called extend operation.

IMA supports only measurements, and there is no integritioreement. EVM
component is for integrity enforcement, but it requiresage of integrity reference values
to extended attributes and also signing these extendeéloudtis and key management for
verification keys. IMA/EVM concept requires the use of redesrnels, unless EVM part
is replaced by a more straightforward HMAC-based appro@bkre were still important
EVM-related modifications eveninthe recent Linux 3.16 led[&7]. Another problem with
IMA is that it only measures native applications and not Jdaased Dalvik applications.
Nauman et al. [38] have developed a framework that allowssoreanent of Java code
running in Dalvik VM. Google is now replacing Dalvik VM with aew virtual machine
called ART. ART is using install-time bytecode to native eabnversion instead of load-
time conversion used by Dalvik VM. This would simplify intéy protection as code
loading can now be tracked by existing IMA mechanism in kemighout VM-level
modifications. However, both Dalvik and ART are currentlfeoéd as options to users to
select, so it is not possible to fully avoid VM-level modifians.
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Table 4 Results of AnTuTu benchmark (N=30)

AOSP Smack

Mean SD Mean SD

Total 5197.60 189.64 5265.00 211.57
Memory 924.73 55.49 944.33 52.72
Integer 1439.53 67.08 1478.20 77.33
Float 1165.70 64.59 1196.90 74.47
Score2d  315.23 1099 304.96 10.56
Score3d 942.40 1583 933.10 24.21
Database 410.00 83.66 407.50 74.27

An encrypted file system provides confidentiality and prioeconly against offline
attack, but does not offer control point to execution ofvetiode executables. The choice
obviously depends on a solution domain-specific threat tnode

7 Performance Measurements

Additional security framework is easier to justify if it d@@ot impose significant runtime
performance overhead. Performance measurements werdonaaapare performance of
unmodified AOSP implementation and Smack-based MAC impteation ported to the
same AOSP version. Performance measurements were mag@asitaBoard SE hardware
[21] based on AOSP Android 4.3 version utilizing two welleam benchmark applications
called AnTuTu [39] and Softweg [40]. The same benchmarkiegpbns were also earlier
used to verify performance of SEAndroid [24] and we presemtroeasurements using
the similar format as was done in [24]. AnTuTu and Softwegstésr SD card read/write

performance hanged both in AOSP and Smack implementatiovesioad to omit those
tests.

7.1 AnTuTu benchmark

AnTuTu version 2.9.1 was used in performance measure-memésbenchmark includes

tests for memory, integer, and floating point calculatidiere are also tests for 2D and 3D
graphics and database 1/0. Benchmark tests were run 30 tiatkgor AOSP and Smack

implementations. Mean and standard deviation (SD) of nreasents were calculated.

Results are presented in Table 4 (Larger number is better).

These measurements show only minor performance diffeseiemory, integer, and
float tests, which should not be much affected by the sectratpework modifications,
gave slightly better scores with Smack implementationt 3esres for 2D/3D graphics and
database 1/0O were slightly better with AOSP implementatidowever, differences were
small and within limits of standard deviations.
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7.2 Softweg benchmark

Android benchmark software Softweg contains also testsdanputing power, graphics,
and filesystem 1/O. Also here benchmark tests were run 3Gtbuoth for AOSP and Smack
implementations. Mean and standard deviation (SD) of nreasents were calculated.
Results are presented in Table 5 (Larger number is bettepektfile create/delete, which
is given in seconds).

Also in these tests the measured benchmark figures betwegt sgstems were very
close to each other. Memory access operations were sliplettyer with AOSP. There
were 7 computing power measurements tests. AOSP impletitangave better results
in four of those. As memory and computing power tests typiadd not include system
calls it is expected that security framework implementatioes not affect much to these
measurements.

Graphics benchmark results were slightly better with Sma&glesystem access is
expected to demonstrate performance degradation ofingjlecurity framework. There
was a small difference in file creation and delete tests iafaef AOSP implementation.
Also file writing was slightly faster with AOSP. However, fiteading and also total score
were surprisingly slightly better with Smack.

The test results using AnTuTu and Softweg gave very siméatllts as earlier tests
performed for SEAndroid [24]. It seems that most of theseste®asure performance of the
underlying hardware so that these tests can be used to cemiffearent Android devices.
Another approach could be to measure delays of LSM hook aalis done in [41].

8 Discussion

8.1 Access control

From the results of this study, it can be seen that there xacgiical focus areas, or security
control categories, described in Table 3, for security mgangent in the target system. In
the following, we discuss the findings regarding them.

The core security objective for the system is related toenttbation and authorization.
This objective has crucial role because inadequate aattan decisions can lead to a
situation where users and potentially attackers can gainwide privileges, making it
possible to cause severe damages, as emphasized by the tigh fiSt. Solutions like
the experimental Smack mandatory access control discasse@ offer an adequate level
of security effectiveness because processes can be sa&ulbmallow access only to
resources they need, following a principle of least prg@ @4 2] by assigning Smack security
labels to processes and files. However, developing eftestcurity policy still remains
a challenging task. Android system architecture with Dalirtual machine executing
bytecode and Zygote application launcher require extendlassic kernel-level MAC
frameworks to userspace in order to implement fine-graigedss control. Authentication
and authorization metrics can be developed using the giuatelines and incorporating
security effectiveness information about the authernboadnd authorization mechanisms
in the implementation.
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Table 5 Results of Softweg benchmark (N=30)
AOSP Smack

Mean SD Mean SD

Total memory  206.52 26.08 203.47 28.05
Copy memory  187.66 23.70 184.89 25.49
Total CPU 3791.35 165.22 3762.94 187.56
MFLOPS DP 40.37 13.37 36.15 9.77
MFLOPS SP 72.17 22.04 67.21 17.00
MWIPS DP 241.77  9.65 243.38 13.49
MWIPS SP 309.07 8.82 309.18 13.35
VAX MIPSDP 182.04 13.88 183.38 23.69
VAX MIPS SP  207.97 1426 206.21 19.09

Graphics

Total score 476.04 51.24  483.89 56.37
Opacity 202.07 30.05 204.15 31.47
Transparent 89.08 7.34 91.82 7.81
Filesystem

Total score 103.92 531 104.86  7.43
Create files 0.481 0.032 0.580 0.041
Delete files 0.255 0.009 0.281 0.009
Read file 152.00 11.62 154.83 15.83
Write file 57.07 1.92 56.12 1.78

8.2 Integrity protection

Integrity mechanisms and correct configuration is anoth&nrsecurity control category.
Without adequate integrity protection attackers may bee afol install permanent
modifications (so called rootkits) to system software bylaeipg original software
components or by modifying configuration files so that théesydbecomes vulnerable. This
could endanger privacy of the user and the infected devicalsa be used to attack against
other connected devices. The filesystem containing Andsgstiem software is typically
mounted as read-only, which prevents direct modificatiblosvever, authorized process is
able to remount the volume as read-write and then do the roatidhs. Adequate integrity
protection should prevent access to files that have beerfiemdithout authorization. This
requires that valid reference integrity metrics is avdéamnd that measurement and integrity
verification is done using trusted code. New Android versisapport dm-verity [34] that
provides block-level integrity protection for read-onlglumes. Integrity measurements
using IMA or integrity protection mechanisms for read-&riblumes (e.g. IMA/EVM) can
also be used. There is clearly a need for attestation sokjtas plain measurements, such
as utilizing IMA/EVM does not offer enough. Attestation gagpts buildingconfidencen
the measurements.
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Load-time integrity protection does not help if softwarentains vulnerabilities like
buffer overflows. Android access control framework can bedu® isolate processes so
that they have only just those permissions that are needkda@ess to those files that are
necessary. This will limit the damage caused by infectedgss. Android DAC mechanism
provides basic isolation and can be augmented by using Ma@dworks like SEAndroid
or Smack to enhance isolation. Utilization of Address Spag®ut Randomization (ASLR)
would make this kind of attacks more difficult.

8.3 Vulnerabilities and advanced threats

Security testing can be used in development phase to ircrelsstness of applications.

Developers should utilize tools like protocol fuzzing b create test material so that
potential vulnerabilities and constructs enabling risis be detected early. Many testing
tools offer detailed-level metrics than can be used to pifetial evidence. In order to reason

about the software and system quality, however, a wideppete is needed. Combination

of results from different testing tools, different testipgactices and testing processes is
needed in the software and system quality measurements.

Intrusion detection and traffic monitoring software can bedito detect anomalies and
to create alerts. Integrity measurements provided by IMAalao be used to verify status
of the system as remote system can send an attestation regjttestation replies can be
analysed and possible anomalies could trigger alerts.

Side-channel attacks were also listed as potential thteatkevices in PSS mobile
networks. Typical side-channel attacks are execution f@#8por power consumption [44]
related attacks against cryptographic algorithms. Ptiotecequires removal of correlation
between an observable event and the secret (e.g. betwesptimt key and encryption
time). However, a lack of awareness of these risks is comrmsdhese risks are not self-
evident. Also new side-channels can be detected.

8.4 Network access

Many threats originate from network and can also be mitdjdte strictly controlling
network access. Android third-party applications reqaigpecial permission that should
be granted at installation time in order to be able to acagssriet. Firewalls can be used
to isolate networks and services. Android Linux kernel eorg a packet filter firewall
mechanism called iptables that can be used to filter Inté?r@bcol (IP) packets. There
is also a rarely used option called Common IP Security OfziRSO) to allow labelling
sensitivity of IP packets [45]. This has typically only begsed in governmental and military
networks that have also utilized MAC frameworks [46]. Smigckble to utilize and process
CIPSO labelled packets [47] so utilizing CIPSO labelling®®S mobile networks could be
an option.

8.5 Adaptation

Adaptive security solution can also be used to adapt to dhgremvironment and context
dynamically and anticipate unknown threat based on SEgcoress and efficiency evidence
to respond to these needs. For instance adaptive autht@niosechanisms can cope with
changing context of use, security threats and the user lmhAdaptive solutions can also
be used to setting requirements and for enforcing the seificiuthentication mechanisms.
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As we argued the successful deployment of mobile applicataepends on ensuring
security and privacy that need to adapt to the mobile de&tc®sprocessing capabilities
and resource use can be met through the development of\aeaptl context-aware security
for the next generation of digital ecosystems. Such adaptatn be conceptualized and
described using the biological and ecosystem metapharptbeide interesting parallels
to a complex adaptive system that utilizes autonomic systaimicking biological auto-
immune systems at the microscopic level (adapting and rgaftécisions at individual
component Android system in this case) and utilizing thealadurs of an ecosystem
of disparate entities at the macroscopic level (adaptirdjraaking decisions about the
run time operation of the system that require a wider petgmgethan the individual
componentin Android system in this case) [48]. Biologicad acological systems maintain
system integrity by reacting to known changes, adaptingntcawn changes, or dying
.The adaptations and responses can be at a macroscopistecodgvel (e.g., system or
species) or a microscopic biological level (e.g., molecwellular), or at hybrid levels. The
self-adaptive component achieves its goal through theviatlg properties [49], [50]: (i)
autonomy, which allows it to operate without the direct iméntion of humans or others
and to have some kind of control over its actions and intestadé, (ii) social ability, which
allows it to interact with other agents (possibly humanig),réactivity, which allows it to
perceive its environment and respond in a timely fashiorhnges that occur in it (the
environment), and (iv) pro-activeness, learning, and tdapess, which allow it to exhibit
goal directed behaviour by taking the initiative, to learnen reacting and/or interacting
with its external environment, and to modify its behavioaséd on its experience.

9 Related Work

9.1 Security metrics

Haddad et al. [51] introduced an abstract model called Assg Profile (AP) for security
metrics definition. Its focus is on security assurance divjes, and risk-driven security
management and engineering is not well supported by theappr The security metrics
decomposition approach discussed in this study is simildhé Goal Question Metrics
(GQM) of Basili et al. [52] refining specification of softwameasurements. Unfortunately,
GQM definitions lack guidelines to define security metrickeTgeneric challenges of
requirement decomposition have been discussed by KoopB&nahd Kirkman [54].
As problems, they mention excessive hierarchy, excessisystem decomposition,
insufficient de-composition, at"gamingat™ promoted by great a focus on goals,
unattributed requirements and issues of change managenhese problems assume that
not much human interaction is used in the decompositiorgam@nd that there are no tools
available for decomposition management. There are alraadyiety of specific security
metrics proposed in the literature, as summarized e.g. friceeollections [55], [56], [57],
[58]. These metrics can be used at the detailed level, wheslafging DMs from BMCs.
In general, standards have achieved only limited successi\iancing security metrics
and measurement, because they are rigid and created fdicaéidn, and carrying out
these processes requires significant amounts of time an@y{68]. The most widely
used of these efforts is the CC (ISO/IEC 15408) Standard \j##ith focuses primarily
on documentation rather than the actual security effentige of the operational system.
The ISO/IEC 27004 standard [60] addresses measurementtingpand improving the
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effectiveness of Information Security Management Sysig@giS). However, this standard
does not support technical systems well.

9.2 Android Security Frameworks

Android OS security risks were studied in general by Fedled.§61]. They summarize
that most successful attacks affecting Android can bebatid to negligent user behaviour.
However, they admit that attacks on Android devices aredmeitg more sophisticated.
Their conclusion calls for enough emphasis on securitycpdi(management perspective).
The security-critical case investigated in our original Ralls for a variety of security
controls (and a variety of security metrics).

Before Google adopted the SEANndroid approach there werg exaamples of applying
various MAC implementations in Linux kernel to Android. Fekample, TrustDroid
[62] uses Tomoyo and FlaskDroid [63] is using SELinux. Thare also many research
prototypes that have tried to tackle Android related ségissues in various ways. A brief
overview of these is available in [64]. Also SEAndroid pijeleveloped modules that
Google has not yet included to official Android. Nowadays¢hare also many Android
firmware ROM variations that are utilizing AOSP source coaxing it with vendor
specific binaries. Some of these are also tackling secw$tyeis such as CyanogenMod
[65] providing tools to revoke permissions from installgmbications and providing fake
services to less trusted applications [66]. Testing tomate statistical information about
the tests. The metrics affecting security effectivenessilshbe selected to be part of the
risk-driven security metrics hierarchy.

Samsung has extended Android SEAndroid concept in theirxKpreduct [67],
providing more isolated containers targeting bring-yown-device (BYOD) enterprise
customers. Other manufacturers have so far kept Google&e®isity approach, although
some of them have replaced Googledt™s services with theiremuivalents. Examples
of these are Amazon and Nokia/Microsoft who provide Andmédices without Google
services. This is also common approach for Chinese manuést who have many
local service alternatives. Android application ecosystan be also utilized in different
operating system by providing system emulation as in Jalli§h case. Metrics related to
side-channel attacks depend on the overall security stresfghe algorithms used in the
security solution, and metrics like mean-time-attack.

There are also attempts to provide an interface layer betedroid system software
and security module implementations. Android Securitynteaork (ASF) [68] and
Android Security Modules (ASM) [41] provide such interfac8oth systems are inspired
by LSM mechanism and allow easy experimentation with newrsggdrameworks without
need to maintain large patch sets. Smack modifications @stibe implemented using
either ASF or AMS. Although this makes sense from researcdht md view there is
no guarantee that Google will adapt any such framework asutdcalso create more
fragmentation to Android.

9.3 Adaptive Security

Bauer etal. [3] described a dynamic security mechanismiairgid-powered devices based
on runtime verification which allows users to monitor thedngbur of installed applications.
The authors outlined general idea and a prototype implemtient demonstrated an
application to real-world security threats, and sketclhedunderlying logical foundations,
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relating to the employed specification formalism. They d¢oded that runtime verification
is feasible on Android devices and can improve system sgduyiidentifying known and
yet unknown malware, and pointed out ways to optimize thémeperformance.

Liang et al. [4] developed EAdroid, adaptive security metsias for Android platform
by exploiting the framework layer of Android system and $watically applying Smack
security module of Linux. They argued that both the secutitgs of framework layer and
kernel layer in EAdroid can adapt to the current environnoemitext and concluded that
their test results show that EAdroid can efficiently prothetsecurity of usersat. ™ devices
and privacy with negligible overhead of performance.

Mowafi et al. [5] developed a context-aware adaptive sectnamework for eliciting
context information such as location, time, network, et @dynamically adapting the
security settings of mobile applications for differentusitions and user actions. The
proposed framework consists of a mobile application intabar sandbox which is built
inside the mobile OS and conceals all mobile application,daide execution, and network
access, and a context shadow application which is implezdeat a shadow application so
as to avoid any changes to the mobile OS. The authors havatypet! the framework for
Andriod OS, evaluated using a facebook use case, and c@autfodthe efficacy of their
framework in providing adaptive security measures base@alrtime user context.

Enck et al. [1] developed Taint-Droid by extensively modifythe entire Android stack
totrack the flow of sensitive data on smartphones througti-erty applications atruntime.
The authors argued that TaintDroid can detect leakage sftsendata by sending an email
or SMS containing the sensitive data, or by uploading a fileatly by keep tracking the
use of ak.cetaintsdt z sensitive information throughout yiséesn.

Ongtang at al. [2] developed the Saint framework - a semalhticich application
centric security in Android by modifying the Android apgiton installer and AppPolicy
Provider. The former ensures that only applications whiocidt violate policies stored
in the latter can be installed at install-time. The Saintfesvork also checks permissions
of existing applications for suspicious permission retgi@sd derives practically useful
policies to enforce.

Abie and Balasingham [6] proposed a novel risk-based adapgcurity framework
for Internet of Things (IoT) in eHealth. The framework esiies and predicts risk
damages and future benefits using game theory and contexea@ss techniques, and the
security methods and mechanisms adapt their securityidesigpon those estimates and
predictions. The framework is based on a continuous cychkdaptive risk management,
adaptive security monitoring, predictive analytics, anébed adaptive decision-making,
and evaluation and validation security metrics. Savola §2] further argued that adaptive
security management is needed especially for setting tffieisat security requirements
and for enforcing the adequate security controls in the édahanging security risks and
use context and informed adaptive security decision-ngaisilbased on adequate security
effectiveness, correctness and efficiency evidence affeyesecurity metrics.

All of the above demonstrate the need and advantages ofiaglapturity to improve
and increase the strength of security and the degree of itruste system. Providing
anticipatory self-adaptive risk analysis models and raskdul metrics in near real-time with
the ability to identify, predict, and react to potentialghts proactively will allow us to
adapt to the dynamic nature of the threats, solve the probfdimitations in the robustness
and resilience of an Android system and its performanceirmpdove its reliability and
robustness. However, adaptivity has also some disadvesitag effectiveness depends on
the correct definition of security goals; it requires adutitil resources to carry out the
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adaptation processes, and it is not always able to ensuyentinimal deviations in the
systemat.™s normal mode of operations while it is adapting.

10 Conclusions and Future Work

Risk-driven security engineering, management and mettiegelopment bases the
development of security objectives and controls on the @efft risk knowledge. We
analysed security objectives and security control categéor an Android platform utilized
for a public safety and security mobile network based oraiteg industrial risk analysis
results. During the risk analysis, it was discovered thatetwere many interdependencies
between the original risks. Furthermore, security objestiand controls show a different
pattern of interdependencies. However, the original nieltysis results should be preserved
to enable decision-making about the relative importanab@fisks, and weighting to be
used in the metrics formulas.

The core security controls for the target system are auttegitin and authorization,
confidentiality and integrity controls. In particular, @ss control plays an important role in
the target system, where there are health and societalattisage scenarios. There are a lot
of vulnerabilities in Android platforms, and many of thennagive root access. Therefore,
software and system quality assurance are crucial for tstesy

We also argued that the successful deployment of mobileicgiipins depends on
ensuring security and privacy that need to adapt to the mal@licesat™ processing
capabilities and resource use. This can be achieved thtbaglevelopment of adaptive and
context-aware security for the next generation of digitalsystems. We used the biological
and ecosystem metaphors that provide interesting paratiehe conceptualizations and
descriptions of the adaptions and responses which can beatr@scopic ecosystem level
(e.g., system or species) or a microscopic biological Ié¥ej., molecular, cellular), or at
hybrid levels.

We proposed guidelines for security metrics developmesetd on the risk-
driven security objectives. The guidelines are categdrizg security controls, security
effectiveness abstract models, and basic measurable camiso

We also described some implementation-level enhancententsandatory access
control and integrity protection, implemented in our tdrgg/stem demonstrator.
Experimental Smack access control framework and IMA-bdsgejrity measurement
framework were discussed. It should be noted that althopgim source Android can be
used to experiment with new features, the lack of an openlaj@vent model in Android
can make custom modifications hard to maintain in the long run

In our future work, we plan to focus on defining detailed ségumetrics for the target
system based on the guidelines, managing the metrics byalization tool, and gathering
validation information from deploying a system similar i@ tdemonstration system in real
or realistic use scenarios. We also plan to enhance theiitytegeasurement part to support
remote attestation that would be an important use case férde@ices.
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